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Cellular Network Standards

3GPP: The 3rd Generation Partnership Project (3GPP)
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Network Architecture Evolution

2G 3G 4G
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switching for voice switching for
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Telecomm
IP-based Internet
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2G GSM/CDMA Architecture
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adapted from [M. Stepanov; http://www.gsm-security.net/]
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2G GSM Security

e Secure access
— User authentication for billing and fraud prevention

— Uses a challenge/response protocol based on a subscriber-
specific authentication key (at HLR)

e Control and data sighal confidentiality

— Protect voice, data, and control (e.g., dialed telephone
numbers) from eavesdropping via radio link encryption
(key establishment is part of auth)

e Anonymity

— Uses temporary identifiers (TMSI) instead of subscriber ID

(IMSI) to prevent tracking users or identifying calls
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3G Evolution

e The move from 2G to 3G primarily included:

— Support for mobile data at (near-)broadband rates

o UMTS, TD-CDMA, WCDMA, CDMA-3xRTT, TD-SCDMA, HSDPA, HSUPA,
HSPA, HSPA+

— Improved security protocols
e Because everything in 2G was broken several ways



3G Security Enhancement

3G security model builds on GSM

Protection against active attacks
— Integrity mechanisms to protect critical signaling
— Enhanced (mutual) authentication w/ key freshness

Enhanced encryption
— Stronger (public) algorithm, longer keys
— Encryption deeper into the network

Core security - signaling protection
Potential for secure global roaming (3GPP auth)



Toward 4G

o 4G represents the next generation in cellular
communication

— ITU-R standard: 1Gbps fixed, 100Mbps @ 100kph

— WiMAX Release 2, LTE-Advanced
« WiMAX and LTE are not really 4G
e Verizon, Sprint, AT&T use LTE; T-Mobile, AT&T use HSPA+
e Most provide ~20Mbps fixed
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4G Security Issues

o All-IP network ==> all IP-based threats apply
e Verification of users

o Heterogeneous network access
— User-preferred connection methods

— Multiple available connections:
o Attacker has more opportunity for exploit/attack

e Device is exposed to attacks on each connection

- Exploits based on driver code, comm protocols, transport /
signaling, file-sharing, update, etc.

— Complex management systems are required
?
. [ ]
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Some other attacks on mobile networks
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SMS Flooding
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e Voice & SMS Resources
— TCH is not used for SMS

==> Voice DoS
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— Both SMS and voice init. use RACH, AGCH, and SDCCH

SMS flooding also works as DoS against voice calls!
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Rogue BTS

An adversary can deploy a rogue BTS that spoofs /
Mimics a service provider to attract users

Possible to launch a MitM attack on 2G/3G mobile
connections

Applies to GPRS, EDGE, UMTS, and HSPAcapable
devices (far easier for GPRS/EDGE devices)

Cheap
Difficult to detect, if done well
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Setting up a Rogue BTS

INTERNET UPLINK
HUB/SWITCH (ADSL/2G/3G)

[Perez & Pico, BlackHat 2011]




How to detect a RTS

Crime Forensics is important
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How to detect a RTS

RTS hardware fingerprinting
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What is 5G?

Next generation mobile network
Current generation: 4G LTE

1G 2G 3G 4G 5G
Mid 1980s  1990s 2000s 2010s 2020s
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voice + Simple data broadband IVIore & faster
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Pull from User Demands:
Mobile Internet Anytime, Anywhere

Driving

No. 1 disruptive technology in the past decade
Smartphones (not PCs): primary access points to Interngt



Pull from User Demands in 5G

Remote Healthcare Drone-based Delivery

Well-Connected Everything
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Pull from User Demands in 5G

4G 5G
2010s 2020s
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How does 5G work?

5G works together with 4G
4G acts as control plane

5G acts as data/user plane
5G will operate stand alone in
later releases

5G INTEGRATION WITH 4G

(and user data)
4G CONTROL PLANE

5G USER PLANE
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How does 5G work-network architecture

5G NETWORK ARCHITECTURE .

) B
;! L E g CENTRAL SERVER

5G Small Cell
[

af
5G Small Celi ‘ ‘
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Small Cell

5G network architecture - illustrating 5G and 4G
working together, with central and local servers
providing faster content to users and low latency
applications

Radio Access Network - small
cells, towers, masts dedicated
in-building and home systems
that connect mobile users and
wireless devices to the core
network

Core Network - mobile
exchange and data network,
manages mobile voice, data
and internet connections.
Redesigned to integrate with
the internet and cloud based
services, distributed servers
across the network.

Network Slicing - smart way
to segment network for
separate applications - e.g.
emergency services




5G Tech nOIogy - Beamforming

MIMO BEAMFORMING

Elevation (Vertical)
Beamforming
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4G Macro
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5G Macro
(Multiple beams)

SN
& Slaw

Dedicated radio signal towards the user

A 4G signal is typically spread across a wide area
Enabled by Massive MIMO technology
Identifies most efficient signal path
Improves connection reliability

Reduces interference (unwanted signals)
Efficient use of spectrum and power

Allows more simultaneous data streams

Key Point — Beamforming is more efficient and reduces average RF exposure

levels



5G TeChn()logy - Beamforming live example




Li-F1 communication
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SR TR 2 W R B
RO P AT ORI AT B
TR P i 0 43 T4 P AR
Li-Fi, B/ ~AWi-Fifa 5 b 28 F B .
LGS TR R, S

T ey K&K
2.

R L
AL E R RIS BT
THEEE LI, A A
W A

27



Li-Fif) T/E R 2

LEDYT B A i B A HI e RE, Al I8 5 A IS A RS 5 A& s
(BIHILED R 7~ 1, %i%rm XEC KR AR AN e] L, {H 2 H]
ReH FE Rl 28 BN A% ) 15 28 e HL .

LEDAT — H g cdoas AyLi-Fidhon,  FLHE= IX I 1) 28 i T2 25 iU RE 5
b8 B 2 N\ R 2%




Li-Fif4L =
o FEHIE YR
a] WG RS v B Rl A B SRS 1 56, T E B E SR AR Li-Fige g
) B 5 5% A s E 6 = i B s AL R
Rl A
LEDYT #H%: % H FIWi-Fidh S 2 AEw BRI, JFH 2 ANZBA P2 AR vm B 35 o
BAEZEM, JLEAFTEGANE M imE R, & FHBARIE K,
7t
BT o] Wt E AR, g iEssEE, L-FilE TR ESIREE %
X H N, PEAEYIERRE, HA 24,

TG HL R S

T AR SS LRI A R Al IR, AN 20 A 25 FL R,
GIp AL

o R T

VP2 RGBT TR, ML-FidFAE HEZ Y, A 23|
TP IRA, ATRA 2 M TFAE S LI E NG

29



Li-Fi )8R 5

LS EE
LGS AR R s, 2hm S 8UE 5 W, Al EEEE T
D't U 1] b 7]

EOREATE NI A P AR i S R A AR, (He =0 HROUAAER, BT
HASITIT, WBETIRHAT

IV

H—EDW A E L F AR, H& 0 g MEHR IR, 7HZEIE DI HL-
Fif i, B FBOEEZREKR.

S R

IR AT e TARERAE RSB, WLU-FlE T8, /& =RNGE
Mg LU 22 i ek AT 3E S

FI PR ) I ) A5

M Li-Fisfh s 31 2 i Bz a8 FH Al DG AR BRI B H P el A4 ik
23 o 5 A R AE R (B AR B RO R AR oA N AE A L
B R FHILEDIT YN B 2 AR .

30



Demo

Research group: Xia Zhou, Dartmouth: https://home.cs.dartmouth.edu/~xia/

https://www.youtube.com/watch?v=qwxLYC2z1CO
https://www.youtube.com/channel/UCQhj t5VL-SnOAj24EJcwaw/videos

- 03010'\\0

7010 Human Sensing Using
Visible Light Communication

THE DARKLIGHT RISES:
VISIBLE LIGHT COMMUNICATION IN THE DARK

Tianxing Li, Chuankai An, Zhao Tian,
AndrewT. Campbell, and Xia Zhou
Zhao Tian, Kevin Wright*, and Xia Zhou Department of Computer Science, Dartmouth College
Department of Computer Science
*Department of Physics and Astronomy

DARTMOUTH COLLEGE - «Hdartnets
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https://home.cs.dartmouth.edu/~xia/
https://www.youtube.com/watch?v=qwxLYC2z1C0
https://www.youtube.com/channel/UCQhj_t5VL-SnOAj24EJcwaw/videos

Low-power wide area
networks(LP-WAN)
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{&IhFe) BMBARKIR R (42)
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(Narrow Band Internet of Things, NB-loT) .
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LoRatiriX
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NB-loTHiX
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NB-loT ) M. FH

SMART TRAVEL COMPANION WITH NB 10T

Minifly Module
With NB-1OT

Smart Suitcase
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NB-loT [ M. FH

Smart Tracking on Bicycle




NB-loT %4 [r] /&R
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Ref: T EBEINB-IoTH 15
http://iot. 10086. cn:81/Uploads/file/20171222/20171222084728 77259. pdf
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loT Security: Mirai Botnet Example

Stepd:
=t Ol cammands the
BOTs to attack a wictim.

i "
victiim

L] L e e sl -
K "y - Btep 3
- 4 CnC copies wirus into
= ,”f new device,
..J.__. ‘I_,-"-.

tep d:

Details are sent to CnC. .
30T

Step L:
Existing BOT discovers
M GREn device,

Figure 1 Mirgi System
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